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Al-Enabled Adversaries and the Acceleration of Cyber Threats

&
89%

Al-enabled attacks YoY increase

@
29m

Average breakout time

+89% increase 65% faster

4 2024

& 2022 & 2023 By 2025

;

27s

Fastest breakout observed

Record speed

4 2026

Pre-Al Era Early Al Trials Al Acceleration Al Automation

89% Al-enabled attacks with automated lateral
movement

Traditional manual attack methods dominating
landscape

ChatGPT & GenAl tools widely integrated into

Initial adoption of foundational Al tools for recon
attacks

Critical Alert: Compressed Attack Timeline

A

In 2025, Al-enabled adversaries increased attacks by 89% year-over-year. The average eCrime breakout time fell to 29 minutes (65% faster), with the fastest breakout taking just 27
seconds. Data exfiltration began within 4 minutes of initial access.
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Agentic Al

Autonomous Al agents executing 27sec record

breakouts

4 min to exfiltration
© S
exfiltration
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@ April 2,2026 B Company Overview

% About Athena Security Group & Athena Labs Research

Athena Security Group brings together world-class experts in Cyber Defense, Security Operations, Software Development, SaaS, and Al to create a best-in-class, state-of-the-
art, enterprise Cyber Defense platform. Built by operators, for operators.

)  Athena Core

Unified SIEM, EDR & XDR for modern security operations.
Powered by Wazuh and enhanced by Athena engineering.

SIEM EDR XDR

=% Athena NIDS

Deep packet visibility for modern enterprise networks.
networks. Powered by Suricata with north-south and east-
and east-west traffic monitoring.

NIDS Suricata

4b  Pallas Al Analyst Y5 XDR+ Ageleia

Al-driven security intelligence for triage, investigation, and
reporting. Natural language query and threat
summarization.

Detection to enforcement across endpoint, network, and
cloud. Automated response and orchestration.

Al NLQ XDR MOV

Athena Labs Research

Athena's research distills the most critical trends shaping cybersecurity today, from Al-driven threats and SOC transformation to market dynamics and executive-level risk. These insights are designed to help security leaders
make faster, smarter decisions in an increasingly complex threat landscape.

Machine Speed

ﬁ} Al-Enabled Design -
Optimal MTTR with automated response

Ground-up Al architecture for machine-speed detection

Unified Platform 0
Fully integrated SIEM, EDR, XDR, MDR
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|~ Al Adoption vs. Time-to-Execution Correlation

“0 Evolution Milestones

2022

2023

2024

2025

2026

Pre-Al Baseline

Manual reconnaissance & movement.

98 min average breakout

Early Al Experiments

Basic script generation testing.

84 min (-14%)

Al Tools Widely Available

Major adoption inflection point.

52 min (-47%)

Al-Powered Automation

LLM integration in malware.

35 min (-64%)

Agentic Al Systems

Machine-speed execution & pivoting.

29 min (-70%)
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@’ Key Correlation |= Adoption vs. Speed Trend
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For every 20% increase in adversary Al
adoption, breakout time decreased by an
average of 15 minutes.
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|~ Breakout Time Evolution & Key Threat Statistics

© Average eCrime Breakout Time Source: CrowdsStrike Global Threat Report 2026
41 Attack Volume @ Avg Breakout
. — Al t starts 2024
[] Breakout Time (minutes) T~ " "' Al Impact Threshﬁc'l e 89(y
0 29m
Increase in attacks by Al-enabled Average breakout time in 2026 (65%
adversaries YoY faster vs 2024)
’s]
=
= 4 Record Speed i Evasion
=

27s 82%

Malware-free detections (valid creds,

20 Fastest breakout observed to date LOLBins)
10
0
2022 023 024 025 2026 A Critical Note: In one observed case, data exfiltration began within

4 minutes ofinitial access.
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% Threat Actor Profiles & Al-Powered Attack Vectors

™ Nation-State APTs # eCrime Groups ! Hacktivist Collectives Zo Insider Threats
China 33% PUNK SPIDER (+134%) Anonymous Malicious Employees
Russia 24% Al scripts, Credential dumping IT Army Compromised Accounts
) [v)
Iran / North Korea 13% / 12% FAMOUS CHOLLIMA (+109%) Motivation: Ideological disruption, automated DDoS Risk: Bypass perimeter defenses, access to sensitive GenAl
GenAl personas, Fake employ campaigns tools

iZ Al-Generated Phishing

ii GenAl Social Eng.
Used in 42% of modern breaches \

Deepfakes & fake executive personas

@, Automated Reconnaissance

2y 3% Al-Powered Malware
50% of remote access exploitation Al-Powered Vectors

LAMEHUG with LLM integration

# Credential Harvesting ¢ Supply Chain Attacks
78% focus within financial sector

4xincrease inincidents since 2020

Primary Target Sectors

Il Manufacturing 26% of attacks 39E Healthcare 56% data theft I Finance 78% cred theft
Avg Breach Cost: $8.7M Avg Breach Cost: $11.2M Avg Breach Cost: Y
Athena Coverage: 96% Athena Coverage: 94% Athena Coverage: 98%
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4l2 Traditional vs Al-Enabled Attack Progression

~ Traditional Attack 98 min avg & Al-Enabled Attack 29 min avg
Reconnaissance Reconnaissance
Q Manual reconnaissance and target identification 3-5 days f Al-powered automated reconnaissance 5-15 min
a— ) e ————————————ws e}

Lateral Movement Lateral Movement
"P Manual lateral movement across network 2-4 hours i Al-accelerated lateral movement 2-5 min

Exfiltration Exfiltration
al’., Manual data extraction process 1-2 hours & Al-optimized data extraction 1-4 min
[— SR
© Sstandard attack progression with manual operations @ 70% faster with Al automation
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¢ Threat Source Attribution (100% = Total Global Threats)

‘ . China

NA: 29%

' Russia

EU: 35%

‘ Iran

ME: 45%

EU: 25% AP: 27%

NA: 28%

EU: 20%

‘ North Korea -

AP: 40%

@ -

Global: 100%

‘ Others

NA: 25%
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Total: 100%

33%

24%

13%

12%

3%

15%

i April 2,2026

ls1 Top Targeted Industries

ks Manufacturing
iHE Healthcare
il Finance

0 1T/Tech

U Government

B = P =

B CrowdStrike 2026 Report

26%
24%
22%
18%

10%
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2026 Global Threat Landscape - Latest Intelligence

Key metrics from IBM X-Force, Mandiant M-Trends, and SentinelOne research

Attack Vectors Distribution ¥ Nation-State Attribution
I ¥k Exploitation (Vulnerability) 329%
I &} Remote Access (RDP/VPN) 50%
I & Phishing/Social Engineering 18%
I @& Supply Chain Compromise 2%

@ china(33%) @ Russia (24%) @ Iran (13%) @ NK (12%)

@ USA (3%)
© Time Metrics - Attack Speed Analysis

X Median Dwell Time 14 days (upuisénorhOldhgsyniz02324)
) Athena Protection Coverage
4 Average Breakout Time 29 minutes (65¢e5%stastidatind02024)
96% 4.2min 99.9%
.45 Time to Exfiltration 2 days (r{edésiign)
Detection Rate MTTR Accuracy
2 Sources: IBM X-Force 2026, Mandiant M-Trends 2026, SentinelOne 2026, Palo Alto Uni®42 2026 Data as of April 2026
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Breach Case Studies: Al-Enabled Speed Crisis Impact

Global Manufacturing Supply Chain
Actor: PUNK SPIDER (eCrime)

Method: Al-generated credential dumping scripts executed automatically via compromised third-party
vendor portal.

T+0s T+120s

Initial Access Lateral Movement

Outcome: $8.7M impact; production halted for 12 days before containment.

Defense & Aerospace & 15 Min Breakout
Actor: FAMOUS CHOLLIMA (North Korea)

Method: Deepfake persona and Al-coded payload deployed during a compromised remote employee

onboarding session.

T+0m T+15m

Onboarding Privilege Escalation

Outcome: 96% Athena coverage triggered instant isolation, preventing critical IP theft.

Investment Banking
Actor: RENAISSANCE SPIDER (eCrime)

Method: GenAl translated ClickFix lures bypassed traditional email triage, initiating rapid automated
data extraction.

T+0s T+240s

User Click Data Exfiltration

Outcome: Contained by Athena Al behavioral models; prevented $12M unauthorized transfer.

National Healthcare Network
Actor: FANCY BEAR (Russia)

Method: LAMEHUG malware interacted with internal LLMs to rapidly map database structures at

machine speed.

T+0s T+27s

Malware Exec Full Network Mapped

Outcome: Fastest recorded breakout; exposed 56% of unsegmented patient records before halt.
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) Threat Actor Landscape

Top Nation-State & eCrime Groups - 2026 Analysis

T +134%

PUNKSPIDER
eCrime Group

Primary Tactic

<> Al-generated scripts for credential dumping

Target Industries

Finance Healthcare

Athena Countermeasure

O Behavioral detection +automated response

27s Fastest 4m Exfiltration

FAMOUS CHOLLIMA T +109%

North Korea

Primary Tactic
@ GenAl for fake personas & employment

Target Industries

IT Defense

Athena Countermeasure

O Identity verification + fraud detection

15m Avg Breakout 98% Detection

FANCY BEAR
Russian APT

Primary Tactic

£ LAMEHUG malware with LLMs

Target Industries

Government Military

Athena Countermeasure

O Malware detection + network monitoring

29m Avg Breakout 95% Detection

8 April 2,2026
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@ RENAISSANCE SPIDER
eCrime Group

Primary Tactic

GenAl-translated lures

Target Industries

Global

Athena Countermeasure

Multi-sector

O Language analysis + threat intel

45m Avg Breakout

92%

Detection

T +16%
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Risk Heat Map - Industry Sectors vs Threat Actors

Attack Frequency by Sector & Actor HighRisk @ MediumRisk @ Low Risk Risk Summary
4.2
Sector PUNK SPIDER FAMOUS CHOLLIMA FANCY BEAR RENAISSANCE SPIDER Average risk score (1-10)
+134% +109% +88% +16% ) .
Finance High Medium High Low Protection Rate
95% coverage 88% coverage 92% coverage 78% coverage 0,
87%
+89% +124% 2% +12% Athena coverage across sectors
Healthcare Medium High Medium Low
85% coverage 91% coverage 87% coverage 75% coverage
PUNK SPIDER
+134% increase
+156% +142% +95% +28%
EO—— High High High Medium FAMOUS CHOLLIMA
o
93% coverage 89% coverage 94% coverage 82% coverage +109% increase
+178% +165% +112% +35%
Defense High High High Medium
96% coverage 90% coverage 95% coverage 84% coverage
+98% +87% +76% +18%
IT/Tech Medium Medium Medium Low
86% coverage 84% coverage 88% coverage 72% coverage
+67% +54% +45% +15%
Ener Medium Medium Medium Low
gy 83% coverage 81% coverage 85% coverage 70% coverage
+42% +38% +32% +8%
Retail Low Low Low Low
75% coverage 73% coverage 77% coverage 68% coverage
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@ The Speed Crisis: Minutes to Impact

@ Attack Progression Timeline
From initial access to data exfiltration

A 4 min to exfiltration

TO T+1-3m T+4m T+29m T+30m
Initial Access Privilege Escalation Exfiltration Breakout Containment
Attack begins Recon begins DEIERGIEEI Lateral movement Response complete
4 27s Breakout time © 29m Breakout time U 4m Time to data theft 5 g0 Valid credentials
Fastest Average Exfiltration Malware-free

A Critical Alert: Compressed Response Window
The window to detect, decide, and respond has narrowed to minutes. Traditional security operations can no longer keep pace wth Al-enabled adversaries.
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{4 Athena's Al-Powered Detection Architecture

£  Data Ingestion Layer @ 4 sources active @ 2.4M events/min

£J  Endpoints @= Network & Cloud
Wazuh agents on Windows, Linux, macOS Suricata NIDS, traffic analysis AWS, Azure, GCP telemetry

“s ML Model Processing @ Processing 2.4M events/min @® 99.9% accuracy

C.  Behavioral Analysis &  Anomaly Detection 22 Pattern Recognition
Pattern recognition, anomaly detection Al-powered threat identification Machine leaming model training

3 Pallas Al Analyst & Response ® MTIR: 4.2 min @ Automated response

“2 NLQ & Summarization ¢ Hypothesis Generation U Real-Time Scoring
Natural language query, threat summarization Al-driven threat hypothesis Threat scoring, risk assessment

& Proprietary and Confidential, Athena Security Group 2026
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“*  Identity

1AM, SSO, authentication logs

< Automated Response

Instant containment actions
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s’ Athena's Al-Powered Detection & Response Workflow

1. Threat Detection T+0s

Dataingestion from endpoints, network, and cloud
telemetry via Athena Core & NIDS. Continuous
monitoring at machine speed.

Feedback Loop

& Proprietary and Confidential, Athena Security Group 2026

46 2. Al Analysis T+5s

Pallas Al performs behavioral analysis, anomaly
detection, and pattern recognition against known Al
adversary tactics.

s+ 5.Response Decision T+2m

Determination of human-in-the-loop validation or
automated execution of pre-built XDR+ response
playbooks.

& 6. Containment T+3m

Immediate execution of XDR+ automated isolation,
session termination, token revocation, and network
blocking.

i@ April 2,2026

(O Fully Automated O Al-Assisted

@ 3. Threat Scoring T+10s

Real-time risk scoring and prioritization based on asset
criticality, identity context, and threat severity.

¥ 4. Alert Triage T+1m

Automated alert enrichment, correlation, and
contextualization using Natural Language Query (NLQ)
summaries.

S 7. Resolution T+10m

Threat eradication, system recovery, and continuous
learning feedback loop to improve future detection
models.

B Global Threat Analysis Report

O Human Oversight
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@ Athena Security Group

Call to Action — Operationalize Machine-Speed Defense

Contact Information

Website

Athena Labs Research

Contact
Request a demo today

Ready to against Al-enabled adversaries? Athena Security
Athena Security Group provides the unified visibility, automated detection, and rapid response
response capabilities needed to combat the 89% surge in Al-driven attacks.

L 4 Request Demo

a Proprietary and Confidential, Athena Security Group 2026

Key Outcomes

Faster Detection

Reduce detection time from
hours to minutes

Al-Powered Defense

Machine-speed threat response

@ April 2,2026

Reduced MTTR

Optimize mean time to respond

24/7 MDR

Continuous monitoring &
response

B Global Threat Analysis Report

Unified Visibility

End-to-end security monitoring

Automated Response

Intelligent incident handling
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